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… although the iPhone made it seem so 
 
 
 
 

 
 

wireless: we are not there yet 

 
implying that  
we only need higher data rates  



 
cars that talk to each other  
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remote monitoring of the kids 
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pilotless airlines 
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the shape of wireless to come (5G) 

R1: today’s systems 
operating region 
R2: high-speed versions of 
today’s systems 
R3: massive access  
R4: ultra-reliable 
communication 
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5G wireless will not be only “4G but faster”. new wireless modes: 
high reliability, low latency, and many devices. 



lowband 

§  xMBB 
extreme broadband 

§  uMTC 
ultra-reliable MTC 

§  mMTC 
massive MTC 
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METIS 5G generic services 



what today’s wireless systems cannot do 

100 Mbps 95% of the time 

or 
100 kbps 99.999% of the 
time  

error probability 
da

ta
 ra

te
  reliability limit 

for control 
information 

1 Mbps from 100 devices 

or  
10 kbps from 10000 
devices 

# devices 

da
ta

 ra
te

  

access 
protocol  
limit 

new modes: 
massive and ultra-reliable access 



mMTC 

many devices 
low power 

sporadic access 
 

reliability/latency 
not critical 

sensor field 

smart meters 



uMTC 

low/moderate 
#devices 

 
stringent latency 

and reliability 
constraints 

 

traffic safety 

industrial 
automation 



(m+u) MTC 

correlated data 
about a critical event 
over a large #devices 



ultra-reliable communication (URC) 



 

the mantra on “connected anywhere, anytime” 
present since 3G 
however, no operator wants to guarantee more than 95% 
 

many wireless systems appeared   
in the last 20+ years 
taken to unintended applications 
§  WiFi as an active RFID tag 
§  GSM for M2M communication 
 
 
 

URC: why now? 
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URC is about turning wireless into a  
reliable commodity 
 
… and it is commodity when the  
engineers using wireless ask 
 
we have ultra-reliable wireless,  
can we think of an application that can use it? 
 

URC as an ecosystem 

figure from www.caminodesantiago.me 



 
 
reliable cloud connectivity 
 
 
 
how to design a cloud application knowing that  
99.9 % > 1 Mbps and 99 % >50 Mbps available? 

 

ultra-reliable communication (URC): 
two examples 
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remotely controlled robot 
 
 
 
low latency, real-time operation 

 

ultra-reliable communication (URC): 
two examples 



production to east, 
services stay west 
 
the main reason not to 
outsource services is the need 
for personal presence 
 
 

URC can change this 
pattern 
 
 
 

URC and outsourcing 
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real-time wireless  
(+wired) Internet  

changes the notion of  
remote presence and can  

have a large  
economic, social and political impact  



technology for  
ultra-reliable and massive wireless 



(finally) something useful from the 
neoconservatives 



a communication engineer models known unknowns 
 
 

 
 
 

how is this related to  
communication engineering 

y = h ⋅ x + z+ i
channel 

state 
noise interference 

URC requires a bounding the impact of the  
unknown unknowns 
opening for methods of risk analysis in  
wireless system design 
 
 
 

 
 
 



weak received signal 
more power, more antennas 

uncontrollable interference 
spectrum, interference avoidance 

resource competition 
efficient protocols 

protocol mismatch e.g. for latency 
reengineer data and signaling 

equipment failure 
resilient topology 

 
 

 
 
 
 
 
 

 
 

wireless risk factors 



many devices send sporadically short packets 
 

problem definition 
high-speed LTE    mMTC 
 
   

 
 
 
 
 
 
 

 
 

massive access for mMTC 



§  short packet transmission 

§  non-orthogonal radio access and SIC 

§  new look at the control-data dichotomy 

§  resource pooling 

 
 

a sample of technology enablers 



short packets 



anatomy of a digital connection 

Alice sends data to Bob 

C(W ,γ) =W log2(1+ γ)

but Alice also must send 
metadata or control data to Bob 

let Alice send 
header of H bits using m channel uses 
data of D bits using n channel uses 



common assumption and design 
approach  

the metadata size negligible compared to the data 

use heuristic methods to send metadata 
use sophisticated wireless to send data 

 
 



common assumption and design 
approach  

this relationship is changed in MTC 
 
 
 
 
suddenly it matters a lot how we send preambles, 
CRC, node address, etc.  

 
 

transition similar to the one  
from classical to quantum physics 



goodput, metadata included 

GAB =
D

(m +n)Ts
(1− pe,h)(1− pe,d ) [bps] 

high-speed wireless 

D >> H ,  n >>m,   (1− pe,h) ≈ 1

ultra-reliable 

(1− pe,h)(1− pe,d ) ≈ 1



separated data and metadata 

useful for energy efficiency 
data for Bob, Carol turns off her 
receiver after the metadata 
 

Alice 

Bob Carol 

joint data and metadata 

better coding of the metadata 
however, everybody decodes 

everything 

Alice 

Bob Carol 



§  basic tradeoff between  
energy efficiency and ultra-reliability 

§  departure from the common causal relationship 
metadata -> data 

§  low latency usually means sending with  
few channel uses (DoF) 
–  DoF can be increased in e.g. frequency or space 

 
 

observations 



channel dispersion represents  
the penalty of short  blocklengths 

 
 

fundamental theory of   
finite blocklength transmission 
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how do short packets  
affect protocols 

§  assume AWGN channel (SNR=10 dB) 
§  n channel uses available (allowed latency) 

§  let R*(n,ε) be the largest rate k/n that over n channel 
uses can offer packet error probability ≤ ε 
–  approximated by  

 

6

Fig. 7. A freely available collection of numerical routines for finite blocklength
information-theoretic analyses.

error-vs-delay tradeoff for codes of very small cardinality have
been recently provided in [39].

For the case of channels with feedback, designs based on
tail-biting convolutional codes combined with the reliability-
output Viterbi algorithm have been proposed in [40]. For short
blocklengths, these schemes operate above the achievability
bound provided in [32].

Finally, second-order characterizations of the coding rates for
some problems in network information theory have recently been
obtained. A comprehensive review is provided in [41].

F. spectre: short-packet communication toolbox

To optimally design communication protocols for short-packet
transmission, one needs to rely on accurate physical layer per-
formance metrics. spectre–short-packet communication tool-
box [42] is a collection of numerical routines for the evaluation
of achievability and converse bounds on the maximum coding
rate for popular channel models, including the AWGN channel,
the quasi-static fading channel, and the Rayleigh block-fading
channel. This toolbox can be freely accessed online and is under
development. All the numerical simulations reported in this paper
can be reproduced using spectre routines.

IV. COMMUNICATION PROTOCOLS FOR SHORT PACKETS

In simple terms, a communication protocol is a distributed
algorithm that determines the actions of the actors involved in
the communication process. Protocol information, also referred
to as metadata or control information, can be understood as a
source code [43] that ensures correct operation of the protocols
and describes, e.g., the current protocol state, the packet length,
or the addresses of the involved actors.

Only few results are available on the information-theoretic
design of communication protocols, e.g., [44]–[46], and most of
them deal with the (source coding) problem of how to encode the
network/link state that needs to be communicated as a protocol
information. The problem of how to transmit the protocol-related
metadata has been largely left to heuristic approaches, such as the
use of repetition coding. Broadly speaking, whereas information
theorists busy themselves with developing capacity-approaching
schemes for the reliable transmission of the information payload,
they often see the design of metadata as something outside their
competence area, or as stated in [32]: “. . . control information is
not under the purview of the physical layer . . . ” Such a line of
thinking is fully justifiable when the ratio between the data and
metadata is the one depicted in Fig. 1(a), where the metadata
occupy a small fraction of the overall packet length. However,

for applications where the data is comparable in size to the
metadata—see Fig. 1(b)—this approach seems questionable.

In the following, we shall argue that a thorough understanding
of how the maximum transmission rate R⇤(n, ✏) depends on
the packet length n and on the packet error probability ✏ is
also beneficial for protocol design. As mentioned above, only
few results are available on the information-theoretic design of
protocols, and there is virtually no work that considers protocol
design for short-packet transmission. This section is therefore
based on three simple examples that illustrate how the tradeoffs
brought by short-packet transmissions affect protocol design.
We believe that these examples unveil a number of interesting
tradeoffs worth exploring and we hope that they may motivate the
research community to pursue a better theoretical understanding
of protocol design.

For simplicity, we assume throughout this section an AWGN
channel with SNR ⇢ = 10 and we approximate R⇤(n, ✏) as

R⇤(n, ✏) ⇡ C �
r

V

n
Q�1(✏) +

1

2n
log n (10)

where C and V are given in (4) and (5), respectively.2 It is
expected that the tradeoffs encountered for the AWGN channel
will also be relevant for fading channels. Solving (10) for ✏ yields
the following approximation of the packet error probability as a
function of the packet length n and the number of information
bits k = Rn

✏⇤(k, n) ⇡ Q

✓
nC � k + 0.5 log np

nV

◆
(11)

which we shall use throughout this section.3

A. Reliable Communication Between Two Nodes

Consider a two-way communication protocol where the nodes
acknowledge the correct reception of a data packet transmitting
an ACK. The correct transmission of a data packet from, say,
node 1 to node 2 would result in the following protocol exchange
sequence:

1) The packet from node 1 is correctly received by node 2. We
shall denote the probability of this event by 1 � ✏1;

2) Node 2 sends an ACK to node 1. We shall denote the
probability that an ACK is received correctly by 1 � ✏2.

As noted in [47], if we communicate over a noisy channel and
we are restricted to use a finite number of channel uses, then no
protocol will be able to achieve perfectly reliable communication.
Indeed, it is possible that either a packet is received incorrectly
(an event which has probability ✏1) or that the ACK is received
incorrectly (which happens with probability ✏2). By (11), decod-
ing errors are particularly relevant if the packet size is small, in
which case ✏1 and ✏2 are large. Thus, the often-made assumptions
of perfect error detection or perfect ACK-transmission (so-called
“1-bit feedback”) are particularly misleading if the considered
packet length is small.

Let us consider the following example. Let each node have
a 6-byte address and assume that node 1 has 12 data bytes to

2Recall that, as mentioned in Section III, replacing the remainder terms in (3)
by 1

2n logn yields a good approximation for R⇤
(n, ✏).

3In the remainder of the paper, we assume that all log functions are in base 2.

capacity dispersion 



example 1:  
reliable two-way link 

node 1 should send data and receive ACK from node 2 
within n=n1+n2 channel uses 

 
 
 
for fixed amount of data bits and control bits,  
maximize the reliability 
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send. Assume that the packet sent by node 1 contains the source
address, the destination address, one bit for flow control and
the data bytes. Hence, node 1 transmits k

i,1 = 96 data bits and
k

o,1 = 97 metadata bits, resulting in k1 = k
i,1+k

o,1 = 193 bits.
The ACK packet sent by node 2 consists of the source address
and the destination address and one ACK bit.4 For the ACK
packet, this yields k

i,2 = 0 data bits, k
o,2 = 97 metadata bits, so

k2 = k
i,2 +k

o,2 = 97 bits. Let n be the total number of channel
uses available to send the data and the ACK. Then we need to find
the optimal number of channel uses n1 by node 1 and n2 = n�n1

by node 2 such that the reliability of the transmission, given by�
1�✏⇤(k1, n1)

��
1�✏⇤(k2, n2)

�
, is maximized. These values can

be found numerically using the approximation (11). For example,
the minimum value of n that offers reliability of transmission

�
1 � ✏⇤(k1, n1)

��
1 � ✏⇤(k2, n2)

�
> 0.999

is n = 203, out of which n1 = 132 channel uses
are used to send the data packet and n2 = 71 channel
uses are used to send the ACK. As another example, fix
n = 250 as the maximal allowed number of channel uses.
The numerical optimization that yields the largest reliability�
1 � ✏⇤(k1, n1)

��
1 � ✏⇤(k2, n2)

�
gives n1 = 158 and n2 = 92.

The resulting reliability is almost 1 and the resulting throughput
is
�
1� ✏⇤(k1, n1)

��
1� ✏⇤(k2, n2)

�
k

i,1/n = 0.384 bits/channel
use.

In many cases, it is not practical to have variable values for n1

and n2. In this case, a fixed time division duplex (TDD) structure
in which n1 = n2 is preferred. In such a structure, there is no
need of explicit ACK packets, since the acknowledgement is
typically piggybacked on a data packet. In order to align this
scenario with the last example, we assume that n1 = n2 = 125,
such that the acknowledgment for the packet arrives within n =
250 channel uses from the start of the data transmission. A packet
sent by nodes 1 and 2 contains 194 bits, of which 96 are data bits,
96 are bits for addresses, 1 bit is for flow control, and 1 bit for
the acknowledgment. Evaluating (11) for these parameters gives
✏⇤(k1, n1) = ✏⇤(k2, n2) = 0.0118. Observe that the reliability is
markedly decreased, although the throughput is almost doubled
to 0.759 bits/channel use.

These simple examples show that adjusting the packet length
and the coding rate has the potential to yield high reliability.
Note, however, that flexibility in the packet length necessarily
implies that the receiver needs to acquire information about it.
This means that the protocol needs to reserve some bits within
each packet for the metadata that describes the packet length.
Our simple calculations have not accounted for this overhead.

The use of a predefined slot length yields a robust system
design, since no additional error is caused by the exchange
of length-related metadata. This indicates that, in designing
protocols that support ultra-high reliability, a holistic approach
is required that includes all elements of the protocol/metadata
that are commonly assumed to be perfectly received.

B. Downlink Multi-User Communication
We now turn to an example in which a base station (BS)

transmits in the downlink to M devices. The BS needs to unicast
4Note that the source/destination addresses are necessary in order to uniquely

identify the link to which the ACK belongs.

D bits to each device. Hence, it sends in total MD bits. As
a reference, we consider a protocol where the BS serves the
users in a time division multiple access (TDMA) manner: each
device receives its D bits in a dedicated time slot that consists
of n channel uses. Thus, the TDMA frame consists of M slots
with a total of Mn channel uses. In order to avoid transmission
of metadata, we assume that the system operates in a circuit-
switched TDMA manner: (a) all devices and the BS are perfectly
synchronized to a common clock; (b) each device knows the slot
in which it will receive its data. The performance of this idealized
scheme can be considered as an upper bound on the performance
of practical systems, such as GSM, as it assumes that there is a
genie that helps the devices to remain synchronized.

The approximation on ✏⇤(k, n) in (11) suggests that, for short
packet sizes, it may be more efficient to encode a larger amount
of data than the one intended to each device. Thus, instead of
using TDMA, the BS may concatenate all the data packets for
the individual devices. In this way, the BS constructs a single
data packet of MD bits that should be broadcasted by using Mn
channel uses. Each receiving device then decodes the whole data
packet and extracts the bits it is interested in from the decoded
MD bits.

As a concrete example, assume that the BS wishes to transmit
D = 192 bits to each device and that there are M = 10 devices.
Furthermore, assume that n = 125. We consider for simplicity
one-shot communication. Accounting for retransmissions would
require a more elaborate discussion.

In the reference scheme, the probability of error experienced
by each device is 0.007. If concatenation is used, however, the
probability of error drops to about 10�12, which puts the trans-
mission scheme in a different reliability class, while preserving
the same overall delay. The price paid is the fact that each
device needs to decode more data than in the reference scheme.
Also privacy and security considerations may make this second
solution undesirable.

Note that if one ignores the dependency of the packet error
probability ✏⇤ on the packet size n, one would conclude that the
circuit-switched TDMA protocol is the most efficient, since all
channel uses can be devoted to the transmission of payload bits.
In contrast, by taking the dependence of ✏⇤ on n into account, we
see that an unconventional protocol that concatenates the data
intended to different devices outperforms the traditional TDMA
protocol by orders of magnitude in terms of reliability.

C. Uplink Multi-User Communication
Our last example is related to a scenario in which M devices

run a random access protocol in order to transmit to a common
receiver BS. Specifically, there are M users, each sending D bits
to the BS. Each packet should be delivered within a time that
corresponds to n channel uses. These n channel uses are divided
into K equally-sized slots of n

K

= n/K channel uses. The
devices apply a simple framed ALOHA protocol: each device
picks randomly one of the K slots in the frame and send its
packet. If two or more users pick the same slot, then a collision
occurs and none of the packets is received correctly (see [48] for
a more elaborate example). If only one device picks a particular
slot (singleton slot), then the error probability is calculated using
(11) for D bits and n

K

channel uses.

n2 n1 

take-home: ACK may take considerable resources 



example 2:  
multiple downlink unicasts 

a BS has unicast packets to M devices 
standard approach is TDMA 
 
 
finite blocklength theory  
suggests to concatenate 
the packets and broadcast a  
single long data packet  
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example 3:  
latency-constrained ALOHA 

M devices sent in the uplink 
ALOHA frame 

–   n channel uses, collisions destructive, K slots 

–  one slot has nK=n/K channel uses 

given data size D, how to choose nK so as to maximize 
the probability of successful transmission?  

8

We are interested in the following question: given M , D,
and n, how should we choose the slot size K in order to
maximize the packet transmission reliability experienced by each
individual device? This problem entails a tradeoff between the
probability of collision and the number of channel uses available
for each packet, which by (11) affects the achievable packet
error probability in a singleton slot. Indeed, if K increases,
then the probability of a collision decreases, while the packet
error probability for a singleton slot increases. Conversely, if K
decreases, then the probability of collision increases, while
the packet error probability for a singleton slot decreases. The
probability of successful transmission is given by

P
S

=
M

K

✓
1 � 1

K

◆
M�1

(1 � ✏⇤ (D, n
K

)) (12)

where (M/K) (1 � 1/K)M�1 is the probability of not experi-
encing collision and ✏⇤(D, n

K

) is the probability of error for
a packet of D bits sent over n

K

channel uses, which can be
approximated by (11).

As a concrete example, let us take D = 192 bits, M = 10
devices, and n = 800 channel uses. The number of slots that
maximizes (12) is K = 6. In contrast, the classic framed-
ALOHA analysis, which assumes that packets are decoded
correctly if no collisions occur (i.e., ✏⇤ = 0 in (12)), yields
K = M = 10.5

V. CONCLUSIONS

Motivated by the advent of wireless applications such as mas-
sive machine-to-machine and ultra-reliable communications, we
have provided a review of recent advances in the theory of short-
packet communications and demonstrated through three exam-
ples how this theory can help designing novel efficient commu-
nication protocols that are suited to short-packet transmissions.
The key insight is that—when short-packet are transmitted—it is
crucial to take into account the communication resources that are
invested in the transmission of metadata. This unveils tradeoffs
that are not well understood yet and that deserve further research,
both on the theoretical and on the applied side.
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[22] G. Durisi, T. Koch, J. Östman, Y. Polyanskiy, and W. Yang, “Short-packet
communications with multiple antennas: Transmit diversity, spatial
multiplexing, and channel estimation overhead,” Dec. 2014. [Online].
Available: http://arxiv.org/abs/1412.7512
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take-home: new tradeoff in designing random 
access protocols 



non-orthogonal access and SIC 



why non-orthogonal access 

avoid over-dimensioning for uMTC 
 
 
 
 
deal with sporadic and uncoordinated transmissions 
 

normal traffic 

alarm 
time 

objective: deal with the uncertainty of the set of 
transmitters, but utilize collisions 



 
each user contends with more than one replica 
 
 
 
 
 
 
each successfully decoded replica  
enables canceling of other replicas 

user 1 

user 2 

user 3 
time slot 1 slot 2 slot 3 slot 4 

coded random access and SIC 



§  new insight 
-  analogy with the  

codes-on-graphs 
-  each user selects its no. of 

repeated transmissions 
according to a predefined 
distribution 

§  important differences 
-  left degree can be 

controlled to exact values,  
right degree only statistically 

-  right degree 0 
possible (idle slot) 

.   .   . 

.   .   . 

variable nodes 

check nodes 

coded random access and  
codes on graphs 

G. Liva, “Graph-Based Analysis and Optimization of Contention Resolution Diversity 
Slotted ALOHA,” IEEE Trans. Commun., Feb. 2011. 
 



•  single feedback used after M-th slot 
-  M not defined in advance (rateless!) 

•  feedback when sufficient slots collected 
- for example, NR < N resolved users lead  

to throughput of   

NR

M

time  
slots 

.   .   . .   .   . 

.   .   . 

frameless coded ALOHA 

C. Stefanovic, P. Popovski, and D. Vukobratovic, “Frameless ALOHA Protocol for Wireless 
Networks”, IEEE Communications Letters, Vol.16, No.12,  pp. 2087-2090, Dec. 2012. 



throughputs>0.8  
achieved 

a typical run of frameless ALOHA 



addressing new types of problems 

each car should deliver 
its packet to as many users 
possible 
 

multiple 
handshakes 

M. Ivanov, P. Popovski, F. Brännström, A. Graell i Amat, and C. Stefanovic,  
“Probabilistic Handshake in All-to-all Broadcast Coded Slotted ALOHA”,  
in Proc. 2015 IEEE SPAWC, Stockholm, Sweden, July 2015, invited paper 



a new look at the control-data 
dichotomy 



sign-compute-resolve  
random access 

 
 
design of the metadata 
adapted to the  
multiple access problem 

J. Goseling, C. Stefanovic, and P. Popovski, “Sign-Compute-Resolve for Random Access“, 
52nd Annual Allerton Conference on Communication, Control, and Computing, Monticello, 
Illinois, USA, September 2014. 
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L
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d
`
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d
i

1, 2, 3

Decoder

Fig. 3. Illustration of the decoder in one slot. (L = 3 users).

input of a PLNC encoder. Recall from Section IV-A that the PLNC encoder applies a linear forward

error correcting code, the same code F for all users. The output of the PLNC encoder, denoted by

X

`

= F (W

`

) = F (W

s

`

kW d

`

), is a channel input of user `. The operation of the encoder of a single

user in one block is illustrated in Figure 2.

B. Decoder

The receiver observes Y , which is a real sum of X
`

, ` 2 L and additive noise Z,

Y =

X

`2L
X

`

+ Z =

X

`2L
F (W

`

) + Z. (17)

It uses a PLNC decoder to decode Y and obtain
X

`2L
W

`

, (18)

which decomposes into the sums of the signatures
P

`2LW

s

`

and the sums of the codewords
P

`2LW

d

`

.

Recall from Section IV-A that, once the receiver obtains the sum
P

`2LW

s

`

over the finite field F
q

, it

can also interpret the elements of W
`

as integers and recover the integer sum
P

`2LW

s

`

. The operation

of the decoder is illustrated in Figure 3. Since the first symbol in the signatures of all users is 1, the

receiver directly obtains the number of active users L = |L| from the first symbol in
P

`2LW

s

`

.



resource pooling 



addressing new types of problems 

coexist with non-M2M traffic by reserving a  
pool of resources for all M2M devices 
how big the pool should be to satisfy certain reliability? 



§  the M2M resource pool 
is divided into two parts:  
preallocated and 

 
common pool,  

 
which reoccur with 

period TRI  

every device has a resource 
guaranteed in the preallocated 
pool. 
it is used to send the first report 
and to indicate if  more resources 
are required. 

e x c e s s  r e p o r t s  a n d 
retransmissions 
shared by all devices 

the approach 

G. C. Madueño, C. Stefanovic, and P. Popovski, “Reliable Reporting for Massive M2M 
Communications with Periodic Resource Pooling“, IEEE Wireless Communications Letters, 
vol.3, no.4, pp.429-432, Aug. 2014. 



making use of the statistical laws 

central limit theorem helps us to  
describe the statistics of the retransmission requests 
 
select the number of pooled resources based on the 
lower bound on the success probability  



outlook 



communication theory 
joint mathematical theory of protocols and codes 
 
data mining 
how to be selective already in data gathering 
 
machine learning 
high reliability through online risk factor analysis 
 
robotics 
how to design robots knowing that they always have a 
functioning remote control link 
 
 

 

 
 

which disciplines are affected 



the imminent threat of artificial intelligence 
 
 
 
 
 
ultra-reliable communication enables  
partially autonomous robots and  
the proverbial off switch 
 
 

partially autonomous robots 



reliable and ubiquitous connectivity 
makes remote presence affordable  
new ecosystem for applications and services 
large socio-economic impact 
 
data speed is important, but other things matter,  
such as massiveness, low latency and high reliability 
new classes of engineering problems 
 

 

 
 

conclusions 



massive and ultra-reliable access pose  
new problems in communication theory  
 
efficient short packet transmission is essential 
we must consider the encoding of control information 
 
non-orthogonal access for  
efficient uncoordinated access 
new thinking for protocols with an  
elaborate PHY model 

 
 

conclusions 
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